
  

 

 
Transcript  of Episode # 1 3

Unbreakable WiFi Security  

Descript ion:  Leo and I  follow up on last  week's discussion of the Sony Rootkit  debacle with the dist ressing 
news of "phoning hom e" (spyware)  behavior from  the Sony DRM software, and the rootkit 's exploitat ion by a 
new m alicious backdoor Trojan. We then return to com plete our discussion of WiFi security, dem yst ifying the 
m any confusing flavors of WPA encrypt ion and present ing several cr it ical MUST DO t ips for WPA users.  
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Leo Laporte: This is Security Now!  with Steve Gibson, lucky Episode 13:  Wireless Encrypt ion Part  2. 

Steve Gibson is back, the hero of the hour. Did you get  a lot  of calls about  the Sony rootkit?  

Steve Gibson:  Yeah.

Leo: I  m ean, whew, this was a big story. We covered it  last  week. I f you m issed it ,  do listen to Episode 
12. This is the copy protect ion schem e Sony is put t ing on som e of it s -  Sony and BMG Music are put t ing 
on som e of their  audio CDs that  is a hacker toolkit .

Steve: Well,  and in fact , Kaspersky Lab reports today in their  virus news that  there is now a new backdoor 
Trojan program  using, that  is, leveraging the Sony DRM rootkit  to hide itself in users' system s. I f it  gets into 
the system  -  they're calling it  Breplibot .b, I  don't  know why, but  it 's about  a 10KB size file that  renam es itself 
$sys$drv.exe.

Leo: And as we know from  last  week's episode, if you have the Sony copy protect ion on your system , 
any file nam ed $sys$ will be rooted, rootkit ted. I t ' ll be invisible to every tool.

Steve: Right , any file beginning with the $sys$ st r ing just  disappears. So we already see -  I  m ean, and we 
predicted last  week that  this was going to happen, never having seen one, that  this was a serious potent ial 
danger for what  Sony had done because, rather than only protect ing specifically it s own files, the authors of 
this -  that  were not  Sony, they used a subcont ractor -  the authors arranged to cause anything beginning with 
the st r ing $sys$ to disappear, including regist ry keys and any kind of files that  are stuck on the file system ...

Leo: That 's just  so sloppy. I  can't  believe they'd leave that  hole on there. Now, how does this Trojan 
spread?

Steve: I t  looks like it  spreads by spam  em ail m essages.

Leo: Oh, so opening an at tachm ent .



Steve: Tr icking people into loading it .

Leo: Okay. So don't  download files or...

Steve: And it  apparent ly opens a back door on the user system .

Leo: Don't  download files from  unknown sites, open at tachm ents. Be very careful. Now, here's a 
quest ion for you, and a num ber of people have asked m e this. There are som e ant i- spyware program s 
that  claim  to detect  the Sony rootkit .  Kaspersky m ust  be able to. I f it 's a rootkit ,  how can they do that?

Steve: Well,  they're able to -  well,  for exam ple, the Sony rootkit  is easily detected. You could sim ply renam e 
a file to $sys$.

Leo: Oh, yeah.

Steve: I f it  disappears, you know you've got  the rootkit  on your system . You don't  even need to use 
RootkitRevealer, as we were talking about  now several t im es, in order to do a scan of your whole system .

Leo: Yeah, som ebody, short ly after we put  out  the podcast , m ent ioned that  and said he's created a file 
on his desktop called $sys$canary, like the canary the old m iners used to take down. I f that ...

Steve: And if it  ever disappears...

Leo: I f it  disappears, you've got  t rouble. So, okay, so it 's easy to detect . I s it  easy to rem ove?

Steve: That 's the problem . Now, Sony -  there's been, you know, we were part  of the init ial uproar at  this 
t im e last  week. I n fact , you know, we did our podcast  a day early because we wanted to m ake sure this 
m essage got  out  as quickly as possible. Sony has responded to the pressure. They're doing som e but t -
covering PR spin, saying that  there's really nothing wrong with it ,  but  we'll put  som ething on our site that  
people can use to rem ove the hiding behavior. The DRM technology stays there, but  the hiding behavior at  
least  will be -  it ' ll be shut  down. 

Now, the other revelat ion since last  week is that  Mark at  Sysinternals has confirm ed a report  that  he heard. 
And I  have not  yet  m yself -  I 've ordered one of these CDs that  I 'm  going to be infect ing m yself with here in a 
couple days because I  want  som e firsthand experience of this m yself.  But  the Sony technology is also 
phoning hom e. I t  uses the user 's I nternet  connect ion on the fly, when they're listening to any of the disks 
that  they've purchased using this built - in player. I t  sends a m essage back to Sony saying that  this part icular 
song or album  is being played. Apparent ly this is for som e sort  of, like, banner rotat ion technology that  it  has 
to present  som ething to the user. But  the problem  is this is classic spyware phoning hom e behavior. I t  is not  
disclosed by Sony. And in fact , Sony specifically says that 's not  being done, yet  it 's been found in packet  
capture t races. And Sony's saying, well,  but  if we're doing it ,  then we're not  keeping any of the inform at ion.  

Leo: We're not  doing it ,  but  if we were to do it ,  we wouldn't  keep it .  How can you t rust  a com pany that  
does that? That 's terr ible.

Steve: Oh, it 's so bad.

Leo: All r ight . So this isn't  the pr im ary topic of our show today, but  we did want  to kind of update you 
all on that . And so what  should we do? I  st ill am  kind of baffled about  all that .

Steve: Well,  I  think it 's a funct ion of how concerned individual users are. You know, our goal here with these 



podcasts is not  to tell people what  they have to do ever, but  to say, look, here's the t ruth about  what 's going 
on. You decide for yourself how concerned you are. As long as som ebody knows that  this content -enhanced 
Sony CD technology is installing technology on their  system  which does allow known Trojans to hide 
them selves, well,  okay, if that 's what  they want , I  have no problem  with that , as long as they know.

Leo: Right , r ight .

Steve: So, you know, we do know that  you can go to Sony, you can subm it  your em ail address to them  to 
get  a link for a rem over which will rem ove this from  your system . So you've got  to go through som e...

Leo: You can't  get  it  any other way? You can't . . .

Steve: . . . in order to get  this rem oved.

Leo: You can't  j ust  go to XPC Aurora and download it? You have to...

Steve: I  guess -  I  think you can do that , too. And get  this rem oved from  your system . Then, if you ever 
m ake the m istake of installing one of these Sony audio CDs into your com puter, as you said last  week, Leo, 
hold down the Shift  key.

Leo: Right .

Steve: Or, if you're a m ore security-concerned user, you m ight  have already disabled the CD autorun 
feature in your system , which otherwise causes this thing to present  you with a EULA. I f you ever see the 
End User License Agreem ent  because you forgot  to hold down the CD, decline the installat ion and, you know, 
play the CD norm ally, or hold down Shift  when you put  it  in to prevent  this thing from  being reinstalled.

Leo: Right . Okay. I t 's too bad. And I  hope, you know, there are lawsuits, class-act ion lawsuits. I  
suppose som e aggressive dist r ict  at torney in som e state or count ry m ight  actually go after them  for...

Steve: I  think there is som e governm ental act ion I  heard in I reland som ewhere. And there's an am bulance-
chasing class-act ion-happy law firm  in San Francisco that 's filed against  Hewlet t -Packard and Toshiba and 
everybody you can im agine. And they're, you know, rolling up their  sleeves to go after Sony now.

Leo: Okay. So, you know, and I  have to say I 'm  actually pret ty disappointed with Sony's response to 
this. They have m inim ized consistent ly. They've lied, obviously. Well,  it  sounds like they've lied anyway 
about  the phoning hom e issue. And they're really not  taking responsibilit y in a way that  I  would hope 
they would.

Steve: Well,  it 's certainly been a good object  lesson for other people...

Leo: Yes.

Steve: . . .who will hopefully not  follow in Sony's footsteps.

Leo: Yes.

Steve: And, you know, I  don't  think we've seen the end of this. I 'm  going to take a look at  the CD m yself. I  
m ay have one suggest ion next  week, in next  week's podcast , which you and I  will be doing from  Toronto 



again.

Leo: That 's r ight , yeah.

Steve: Otherwise, I  think this issue is behind us.

Leo: All r ight .

Steve: Anybody who's interested, by the way, can just  put  "Sony rootkit "  into Google and stand back.

Leo: You'll find plenty about  it .

Steve: Yep.

Leo: Well,  yeah. And it  was kind of t im ely because we had just  talked about  rootkits. So I 'm  glad we had 
talked about  them  because then, lo and behold, it  becam e an issue, so. But  we had also started a 
conversat ion about  protect ing yourself on a wireless network, and that 's a very im portant  conversat ion 
day in, day out , as well.  So let 's get  back to that . When last  we spoke, we pret ty m uch debunked the 
not ion that  MAC address filter ing had any im pact  on security. SSI D hiding, useless. WEP encrypt ion 
broken and next  to useless. I t  sounds like the best  way to do this is WPA.

Steve: Yes.

Leo: I n fact , the only real way to secure a wireless network is with WPA.

Steve: Yes. Just  to clar ify the issue of SSI D and MAC filter ing, because I  got  a lot  of m ail from  people after I  
said, you know, it  was not  useful for security, com plaining about  m y posit ion on that . So...

Leo: Wait  a m inute. Wait . How could they com plain about  your posit ion on it? What  you were talking 
about  is factual.

Steve: Well,  yeah, but ...

Leo: Do they dispute that  at  all?

Steve: Well,  I  guess m aybe the problem  is what  I  m ean by security. MAC address filter ing and SSI D hiding, 
and also changing the SSI D from  the default ,  which typically is Linksys or D-Link or Netgear or whatever, 
those are useful for prevent ing inadvertent  use of your access point  by a neighbor who just  has, you know, 
not  im plem ented any security them selves. Many people were of the feeling like, hey, you know, encrypt ing 
m y hom e network is a pain because I  have...

Leo: More of a pain than MAC address filter ing? No, that  doesn't  m ake any sense. I n MAC address 
filter ing you've got  the MAC address of each device you have to enter in. You enter in the password once 
in WPA encrypt ion, and that 's it .

Steve: Well,  but , for exam ple, if,  you know, what  I 'm  cit ing from  people is they've got  fr iends who com e 
over with a wireless laptop who want  to use their  access point .



Leo: Yeah?

Steve: So I  guess, you know, som ebody who's into this is able to add their  MAC address of their  wireless 
NI C on their  laptop to their  perm issions list  on their  access point . They know how to do that  flexibly and so 
forth. They don't  have to m odify their  fr iend's laptop at  all.

Leo: Just  give your fr iend the password, and he can log in.

Steve: I  know. I  know.

Leo: I t  doesn't  -  it 's not  logical. These people are not  being logical. You either...

Steve: No. What  I  want  to clar ify is that ...

Leo: All r ight .

Steve: . . . the use of MAC address filter ing is not  secure, nor is SSI D hiding or changing your SSI D from  the 
default ,  because both of those are easily obtainable just  by sniffing the air .

Leo: Right .

Steve: However, they are useful to prevent  inadvertent  use by a neighbor of your access point . So...

Leo: I  have an analogy for this, Steve.

Steve: Okay.

Leo: Let 's say you don't  want  to lock your door because you want  your kids to com e in and out  of your 
house freely. So you don't  lock your door. You have no security. But  just  to kind of discourage burglars, 
you put  a big sign out  front  that  says you have an alarm  system . Now, in fact , you don't  have an alarm  
system , and the door isn't  locked. But  you've put  a sign up that  says you do. That 's that  kind of security. 
I  think it 's not  part icular ly logical. I f you ask m e, give your kids a key and lock the door.

Steve: Well,  again, it 's not  secure. I t  prevents...

Leo: I t 's pretending to be secure.

Steve: Well,  m aybe we need another word. I  m ean, it 's very weak authent icat ion is what  it  is. And 
authent icat ion is different  from  security.

Leo: Okay.

Steve: I t 's not  authent icat ion of your wireless devices that  cannot  be broken, which is to say even that  can 
be breached. But  it 's weak authent icat ion, which is bet ter than none if you want  to prevent  your neighbors 
from  inadvertent ly using your system . But  it  should never be confused with security, and that 's what  we're 
going to talk about  with WPA.



Click here to download full PDF material

https://www.computer-pdf.com/security/575-tutorial-unbreakable-wifi-security.html

