
 

 

 

 

 

 

CISCO 

CCNA Certification  

ICND1 Lab Guide 

Version 2.0 Issue 1.01 

 

www.f irebrandt raining.com



 

 

  
Page 1 

 

  

ICND1 

 

Interconnecting Cisco Networking 

Devices, Part 1 

Version 2.0 

 

 

 

 

 

 

 

 

 

 

 

Lab Guide 

Issue v1.01 



 

 

  
Page 2 

 

  

Table of Contents 

Physical Topology Diagram 

Lab 1-1: Switch Startup and Initial Configuration. 

 Visual Topology 

 Command List 

 Task 1: Reload and check that the Switch is set to factory defaults. 

 Task 2: Defining a hostname and enabling a management IP address. 

 Task 3: Using context-sensitive help. 

 Task 4: Changing default CLI parameters. 

Lab 1-2: Troubleshooting Switch Media Issues. 

 Visual Topology 

 Command List 

 Task 1: Lab setup. 

 Task 2: Connectivity issues between the PC and the Switch. 

 Task 3: Connectivity issues between the Switch and the Router. 

Lab 2-1: Router startup and Initial Configuration. 

 Visual Topology 

 Command List 

 Task 1: Router hardware and software inspection. 

 Task 2: Create the initial Router configuration. 

 Task 3: Changing default CLI parameters. 

 Task 4: Neighbour discovery using CDP. 

 



 

 

  
Page 3 

 

  

Lab 2-2: Internet connections. 

 Visual Topology 

 Command List 

 Task 1: Defining static IP addresses and setting a static default  route. 

 Task 2: Configure NAT. 

 Task 3: Configure PAT. 

Lab 3-1: Improving Device Security. 

 Visual Topology 

 Command List 

 Task 1: Device password protection. 

 Task 2: Remote access using Telnet and SSH. 

 Task 3: Limiting remote access based on source IP addresses. 

 Task 4: Creating a login banner page. 

Lab 3-2: Device Hardening. 

 Visual Topology 

 Command List 

 Task 1: Managing unused ports on a Switch. 

 Task 2: Using Switchport port-security. 

 Task 3: Disable unused services. 

Lab 3-3: Using ACLs to filter IP based traffic. 

 Visual Topology 

 Command Line 

 Task 1: Configuring an ACL (Access Control List). 



 

 

  
Page 4 

 

  

Lab 4-1: Enhancing a Switched Network. 

 Visual Topology 

 Command Line 

 Task 1: Creating a VLAN and assigning Switchports. 

 Task 2: Configure a Trunk connection on a Router. 

Lab 4-2: Using a Router to provide DHCP Services. 

 Visual Topology 

 Command Line 

 Task 1: Setting-up DHCP address Pools 

 Task 2: Excluding static IP addresses from a DHCP Pool. 

 Task 3: Testing the DHCP Service 

Lab 4-3: Implementing OSPF. 

 Visual Topology 

 Command Line 

 Task 1: Setting-up a Routed WAN connection. 

 Task 2: Configuring OSPF. 

Lab 5-1: Configure basic IPv6. 

 Visual Topology 

 Command Line 

 Task 1: Enabling IPv6. 

 

 



Click here to download full PDF material

https://www.computer-pdf.com/network/608-tutorial-interconnecting-cisco-networking-devices-part-1.html

