Project Report
ECE 646 (Fall 2001)

Comparison of VPN Protocols — IPSec, PPTP, and L2TP

Poonam Arora, Prem R. Vemuganti, Praveen Allani

Department of Electrical and Computer Engineering
George Mason University
Fairfax, VA 22202



Comparison of VPN Protocols: IPSec, PPTP, and L2TP



1

Comparison of VPN Protocols: IPSec, PPTP, and L2TP

Table of Contents
INTRODUCTION 6
1.1  WHAT IS VIRTUAL PRIVATE NETWORK (VPIN)?. ..ottt ettt etee e s 6
1.2  WHY VPNS ARE SO POPULAR TODAY? ...oovviiiiiiiiiiiiiiieeeeeeeeiieeeeeeeeeeeitiereeeeeeeeeaaaneeeeeeeeesaasreeeeeeeeenans 7
1.3 TYPES OF VPN SERVICES ......oouvtiiiiiiiiiiiiitiieeeeeeeeiieeeeeeeeeeeeiateeeeeeeeeeesttaseseeeeesessaseseseeesssitsreseseseennes 8
1.3.1 LAN INterconnect VPN ...........ooooooiiiiiiiiiiiiiiiee e 8
1.3.2 DiaI-UP VPN SEIVICES ...eeueeeeeeeeiesiiniieieeeeteteteste sttt sttt ettt st sbe sttt b e 8
RS B Db 'e 1 071 T A g A N Y Y T 9
OVERVIEW OF TUNNELING 11
2.1 TUNNELING TECHNOLOGIES.........cuuuuuuuuuuuuueuuuesueusrsusesrerseseeesesrsseeseeeerere.e.........———.—.—...——.—————————— 11
2.2  HOW TUNNELING WORKS FOR DIFFERENT PROTOCOLS? ........cuuuuuuuuereuueeeeeerereeeeereesssrssssnrsnsnnnnnee 12
2.3 TUNNELING PROTOCOLS AND REQUIREMENTS..........cuuttiiiieeiieiitirieeeeeeeeseireeeeeeeeesnvneseseeeeeeennnnees 12
IP SECURITY ARCHITECTURE 13
3.1  SECURITY ASSOCIATIONS ......couuuuuuuuuuueueeeeesesseessersssssssssrssseseseseeseeseeeseere............................——————————. 13
3.2 SECURITY DATABASES .....oouttuttutututueeeueueeueeeeeeeeseeesssrseeesrereeeeeee.e..............—.—.....................—.—————————— 15
3.2.1  Security PoliCy DAIADASE.............cc.coeeeeeeseieiiniiniinieiietciesientesie sttt ettt sttt e 15
3.2.2  Security ASSOCIAHION DAIADASE ............cceoueeueeeesiiniiniininieieieeeistenienie ettt st 15
3.3  AUTHENTICATION HEADER .......cccootturiiiiiiiiiiiieieeeeeeeeeitreeeeeeeeeeetavereeeeeeesessseeeeeeeeesnssereseseeeennsnnrees 15
3.4 ENCAPSULATING SECURITY PAYLOAD .......ccctutiiiiieiieiiteeeeee ettt eeeeeeeiaeee e e e eeeeaaereeeeeeeennnnnees 18
3.5 INTERNET KEY EXCHANGE.........ccootttttiiiiieeieiiieieee e e eeeittee e e e e eeeiateeeeeeeeeeeaaaeeeeeeeeentaareeeseeeennnnanees 21
3.5.1 ISAKMP ..ottt e et e et e e e e e et e e e e e e s aaaa e e e e e e seesbaaeeeeeeeeeenaarrees 21
3.5.2  OQKIEY ettt sttt be e e ate e ba e e bae e baeebae e baeeaaeens 22
3.5.3  SKEME ... et e e e et e et e e s e e e e e e s eeraarraeeaas 23
PPTP 24
4.1 TUNNELING INPPTP ...ttt a st st aasaasssassassssasssssssssnsssnsnnnnnes 24
4.2 TYPES OF TUNNELING : .......uuuuuuuuutututuuuetueeeeseeseesreesseeseeeereeeeeee.e.................—.............—.—...—————————————— 25
4.2.1  CompulSOry TUNRELING. ......c..couiveieiiriiriiiiitiieeeest ettt ettt e 25
4.2.2  VOoIuntary TURNELING .........c..coccocuevuivinininiiiiteiesiesteee sttt ettt sttt st be s e eae 25
4.3 MICROSOFT PPTP ... ettt e e e e et e e e e e eeeaaareeeeeeeenananees 26
4.3.1 AULRENLICATION T PPTP ...ttt e ettt e e e s e ssaaaa e e e e s e s snnaaaeeeeeas 27
4.3.2  ENCryprOn il PPTP.........cccooiiiiiiiiieiieiteeeeeeeeee ettt et 27
LAYER 2 TUNNELING PROTOCOL (L2TP) 29
5.1 TYPES OF TUNNELING ......ccuuuuuuututuuuueeeeuteeeessusaeseeesseeseeeerseseseeeeeeee.....................................—————————— 29
5.1.1  CompulsSory TUNRELING..........ccccuvveeeeeeiiiecieeeie e et eeteesttesseeesttessaaeesaeessasessaessseeseesnsseeens 29
5.1.2  VOIUNIATY TUNREIING .......oooeeeeeieieiieeieeecieeeeeetee et steeete e sveesteesbeesaseesaseassseesnbeesssessnsanenns 30
5.2 HOWDOES IT WORK? .....oouitiiiuieietetteeeeeeteteeeeeseesteesserseeeereeeeeeeeeeeee.............——.———...................—.———————— 31
5.3 L2TP PROTOCOL CHARACTERISTICS .......uuuuuuuuuuuuuuueueereeeesesessssersssesssssssssssssssssesssrsssssrsrsae... 31
5.4 L2TP OVER SPECIFIC IMEDIA ........couuuuuuuuuuuuuuuesuueseeesesesesssesesesssssesesesssreeseeeersresee..—.——————. 32
5.5 L2TP SECURITY CONSIDERATIONS .........ccettttuurtrieeeeeeiiitreeeeeeeeeiiirereeeeeeeisisreseseeeeesssisssessseesmnsinsees 32
5.0 L2TP WITH IPSEC....... oottt eeeettr et e e e e e e et aa e e e e e eeseaaaaeeeeeeeeentaareseseeennssnanees 33
COMPARISON OF PROTOCOLS 35
0.1 SECURITY ....iuiiiiiiiee oot eee e eeee et e e e e et et e e e e e e eeeaareeeeeeeeesaareeeeeeeeestaraseeeeeeesstraseeeseeenssrereeaeeas 35
O. 1.1 AUBRCTIEICATION ..o eee et e e e e ettt e e e e s e st e eeeeesssnasaseeeeesessasaseeesssannes 35
0.1.2  IREZTTLY eeeeeveeeeeeeiee ettt ettt e bt e st e st esbe e s s taesabeessbaessbeesssaessseessseeasseeassaesnseensseennsaenne 35
0.1.3  CORFIACTIIALILY «.oooeveeneeeiieeee et ettt et ettt e et eeaee s baesbeessbaesbeesabaeesseessseesnseesnseensseennns 36
0.1.4  KEY MANAGEMENL ......oeeeveeeeeeeiieeieeecieeseieeeteeseteesseesbeessseessseessseessseessseesnseesssaesssessseesnseeennne 36
O.1.5  ATTACKS OF1 VIPIN ...ttt ettt ettt s et a4 e s s et et a s s e s e s e s e b s s e s s s e s e s e s s aaaassassasansannnn 36
0.2 PERFORMANC E .......cooiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeee e 40



Comparison of VPN Protocols: IPSec, PPTP, and L2TP

(V07N 07N 2 1 50 4 1 RO RRRRT 41
(O T 0 19 054 1:3 1 00 "R 41
6.5 INTEROPERABILITY .......oovvviiiiiiiiiiiiieieeeeeeiiiteeeeeeeeeesuaeeeeeeeeeesiasseeseeeseessaressseseeesissseseseseeennssreseeeeeas 41
6.6  MULTIPROTOCOL SUPPORT ........oovviiiiiiiiiiiiiiiieeeeeeeiiteeeeeeeeeesiareeeeeeeeesitareesseseeesissareseeeeesnstrereeeeeas 42
0.7 APPLICATIONS .....oooiiiiiiiiieeieeeeeeeeeteeeeeeeeeeestareeeeeeeeesaareeeeeeeeastaareeaeeeeeesttararseeeeeasistrareseseeennserereeeeeas 42
7 VENDORS 43
8 CONCLUSION 44
REFERENCES 45




Comparison of VPN Protocols: IPSec, PPTP, and L2TP

List of Figures
FIGURE 1 VIRTUAL PRIVATE NETWORK CONNECTION .......ccciiiuiieeeiurireeerreeestreeeesereeeesssesessseeessssesessssesesssseeas 6
FIGURE 2 LAN INTERCONNECT.......cccuttiieittteeeitteeeaitreeeassseeesossesassseseaassesessssssssssssesssssessssssseessssssssssssesessssses 8
FIGURE 3 DIAL-UP VPN SERVICES ........ccoittiiiitiiieeitrieeeetteeesitteeeeireeeessseeesaseaessseeeasssseessssseessssesessssesesssseens 9
FIGURE 4 EXTRANET VPN SERVICE.......cc.uttiiiiuiiiiiiiieeeitieeeeiteeestteeeetveeeseasseeessssesasssesesssssessssssesansssesesssseeas 10
FIGURE 5 TUNNELING TECHNIQUE ........ccoutieiuiieitteeteeeitteeeteeeeteeeeteeesseeeesseesssseesssensssensssessseensssessssessssessssenseeens 11
FIGURE 6 TRANSPORT AND TUNNEL IMODES ........cooiiiitiieetieiieeeeteeeeeeeeseeeseeeesesesseseeseeessseeessessssesesseesssesseeens 14
FIGURE 7 THE AUTHENTICATION HEADER (AH) FORMAT ........cccviiiieeeteeeeeeeeeeeeeeeeeeeeseeeeseeesseeeseeesneseeseeens 16
FIGURE 8 AH TRANSPORT MODE ........ucciiuiiiiuiiietieeeteeeeeeeeseeeseseesesesseseesssesseseesesesseseesssesssseesseessssesesssseseeens 16
FIGURE O AH TUNNEL MODE .......ccuviiititieteeeeteeeeteeeeteeeeseseesesasseseesesesssseesssesseseesesesssseesssssssseesesesssseseessseseeens 17
FIGURE 10 ESP HEADER, TRAILER, AND AUTHENTICATION SEGMENT FORMATS ........cecovveeeueeeireeeeeesveeeneeens 18
FIGURE 11 THE ENCAPSULATING SECURITY PAYLOAD (ESP) FORMAT ......cuvvviiiiiiiiiiieeiieeeeeeeieeeeeeeeeeeennnens 19
FIGURE 12 ESP TRANSPORT MODE .......cccuttiieiiutieeiitieeeeiireeeasreeeesossesaaesesesssssesssssessssssesessssssssssssssassssesessssses 20
FIGURE 13 ESP TUNNEL MODE ......cccuttiiiitiieeeittteeeitteeeesiteeeessrseeessseeasssesessssseeessssessssssesesssssssssssssssssssesessssees 20
FIGURE 14 ISAKMP MESSAGE FORMAT.......ccccuttiiiitiieeeiiteeeentreeesotseeeseresessssseeesssesessssesessssssssssseesssssesessssses 22
FIGURE 16 STRUCTURE OF A PPTP PACKET CONTAINING USER DATA ......cccuvviiiieeeieiiireeeeeeeeeeeirereeeeeeeeennnnees 25
FIGURE 17 PPTP CONTROL CONNECTION PACKET .....cccuttiiiiiiiiiiiiieeeiieeeeiteeesttee e e e e einaeeesivaeesenvseeeeaeneeas 26
FIGURE 18 PPTP TUNNELED DATA ......oooitiiiitiiieteeeeteeeeteeeeseeeeseseesesesseeeesesessessesesesseseesseesseseesesesssssesseessseseeens 26
FIGURE 19 COMPULSORY TUNNELING EXAMPLE .......cccveeeuiiiiieeetieeeeeeeeeeeeeeeteeeeteeeeseeeeseeeeseeesaneeeseeesnneeeneeens 30
FIGURE 20 VOLUNTARY TUNNELING EXAMPLE ........ccoiuiietiiiieeeeteeeeeeeeeeeeeeeeeeeeteeeeseeesseeeeseeesnseeeseeesssseesneens 30
FIGURE 21 REMOTE USER DIAL-IN USING L2TP ......ooiiiiiiiiiiiiiecei ettt ettt eae s eeneeenneeans 31
FIGURE 22 L2TP ENCRYPTED CONTROL MESSAGE .........cccivtiiueeetieeeeeeeeeeeieeeeeeeseeeeseeesseeeeseeessseeesseesssseeeeens 34
FIGURE 23 L2TP TUNNELING PROCESS ......ccuviietteiitieiieeeeeeeeeeeeteeeeeeeeteeesteeeesesesseseeseeessseeesesssssseesseessssesseeens 34



Click here to download full PDF material



https://www.computer-pdf.com/network/700-tutorial-comparison-of-vpn-protocols-ipsec-pptp-and-l2tp.html

