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Goals:

• To present 2DES and its vulnerability to the meet-in-the-middle attack

• To present two-key 3DES and three-key 3DES

• To present the five different modes in which a block cipher can be used
in practical systems for secure communications

• To discuss stream ciphers and to review RC4 stream cipher algorithm

• To review the security problems with the WEP protocol

• To review how AES is used in WPA2 for encryption and for data integrity
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9.1: MULTIPLE ENCRYPTIONS WITH
DES FOR A MORE SECURE CIPHER

• As you already know, the DES cryptographic system is now

known to not be secure.

• We can obviously use AES cryptography that is designed to be

extremely secure, but the world of commerce and finance does

not want to give up on DES that quickly (because of all the

investment that has already been in DES-related software and

hardware).

• So that raises questions like: How about a cryptographic system

that carries out repeated encryptions with DES? Would that be

more secure?

• We will now show that whereas double DES may not be that

much more secure than regular DES, we can expect triple DES

to be very secure.
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9.2: DOUBLE DES

• The simplest form of multiple encryptions with DES is

the double DES that has two DES-based encryption stages

using two different keys.

• Let’s say that P represents a 64-bit block of plaintext. Let E

represent the process of encryption that transforms a plaintext

block into a ciphertext block. Let’s use two 56-bit encryption

keysK1 and K2 for a double application of DES to the plaintext.

Let C represent the resulting block of ciphertext. We have

C = E(K2, E(K1, P ))

P = D(K1, D(K2, C))

where D represents the process of decryption.

• With two keys, each of length 56 bits, double DES in effect uses

a 112 bit key. One would think that this would result in a dra-

matic increase in the cryptographic strength of the cipher — at
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least against the brute-force attacks to which the regular DES

is so vulnerable. Recall that in a brute force attack, you try

every possible key to break the code. We will argue in Section

9.2.2 that this belief is not well founded. But first, in the next

subsection, let’s talk about whether double DES can be thought

of as a variation on the regular DES.
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