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Goals:
e The Domain Name System
e BIND

e Configuring BIND

e Running BIND on your Ubuntu laptop

e Light-Weight Nameservers (and how to install them)

e DNS Cache Poisoning Attack

e Writing Perl and Python code for cache poisoning attacks
e Dan Kaminsky’s More Virulent DNS Cache Poisoning Attack
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17.1:

INTERNET, HARRY POTTER, AND
THE MAGIC OF DNS

If you have read Harry Potter, you are certainly familiar with the use
of owl mail by the wizards and the witches. As you would recall, in
order to send a message to someone, all that a wizard or a witch had
to do was to tie the message to an owl’s foot and ask the owl to deliver
it to its intended recipient. That is how Harry Potter frequently got
in touch with his godfather Sirius. Harry often had no idea as to the
physical whereabouts of Sirius. Nonetheless, Harry’s magical owl,
Hedwig, knew how to get the letter to Sirius.

As you dig deeper into the workings of the internet, you will begin to
appreciate the fact that what mankind has achieved with internet-
based communications comes fairly close to the owl-based magical
transport of messages in Harry Potter.

As you know from Lecture 16, all internet communication protocols
require numerical addresses. In terms of bit patterns, these addresses
translate into 32-bit wide bit-fields for IPv4 and 128-bit wide bit-
fields for IPv6. But numerical addresses are much too cumbersome
for humans to keep track of. If you are an engineer, you may not find
IPv4 numerical addresses to be daunting, but consider the painful-
to-even-look-at IPv6 numerical addresses. So when you ask your
computer to make a connection with some remote machine in some
distant corner of the world, you are likely to specify a symbolic host-
name for that machine. But the TCP /IP software on your computer
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will not be able to send a single packet to the destination unless it
has the numerical address for that host. So that raises the ques-
tion: How does your computer get the numerical address associated
with a symbolic hostname, and do so in less time than it takes to
blink an eye, for any destination in any remote corner on earth? (It
would obviously be infeasible for any computer anywhere to store the
symbolic hostname to numerical IP address mappings for all of the
computers in the world. Considering that the internet is constantly
expanding, how would you keep such a central repository updated on
a second-by-second basis?)

So let’s say you have a close friend named Sirius who wishes to remain
in hiding because he is being pursued by the authorities. For all you
know, Sirius is living incognito in a colony of space explorers on the
Moon or Mars, or he could be at any other location in our galaxy. In
order that you do not get into trouble, Sirius wants to make sure that
even you do not know where exactly he is. One day, while in disguise,
Sirius walks into a local Starbuckaroo coffee shop on the planet of
Alpha Centauri to take advantage of their ultrafast Gamma-particle
based communication link with Earth. Sirius sends you a message
(encrypted, naturally, with your public key that is on your web page)
that he will be logged in very briefly at the host

hostl.starbuckaroo.alphacentauri.gxy

and to get in touch with him there immediately. If the “gxy” domain
name that you see at the end of the hostname shown above is known
to the DNS root servers, and even if the mapping between the full
hostname shown above and its IP address is NOT available in ANY
database on Earth, your messages will reach Sirius. If that is not
magical, what is? (By the way, the domain name “gxy” stands for
“galaxy,” in case you did not know.)
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17.2: DNS

e The acronym DNS stands simultaneously for Domain Name Ser-
vice, Domain Name Server, Domain Name System, and Domain
Name Space.

e The foremost job of DNS is to translate symbolic hostnames into
the numerical TP addresses and vice versa.  [When you want to send
information to another computer, you are likely to designate the destination computer by its symbolic
hostname (such as moonshine.ecn.purdue.edu). But the IP protocol running on your computer
will need the numerical IP address of the destination machine before it can connect with that machine,
let alone send it any data packets. Regarding the symbolic hostnames, for a hostname to be legal, it
must consist of a sequence of alphanumeric labels that are separated by periods. The maximum length

of each label is 63 characters and the total length of a hostname must not exceed 255 characters.]

e Note that hostnames and IP addresses do not necessarily match
on a one-to-one basis. Many hostnames may correspond to a
single IP address (this allows a single machine to serve many web
sites, a practice referred to as virtual hosting). Alternatively,
a single hostname may correspond to many IP addresses. This
can facilitate fault tolerance and load distribution.
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