Gildas Avoine
Julio Hernandez-Castro Editors

Security

of Ubiquitous
Computing
Systems

Selected Topics

OPEN ACCESS @)\ Springer



Security of Ubiquitous Computing Systems



Gildas Avoine ¢ Julio Hernandez-Castro
Editors

Security of Ubiquitous
Computing Systems

Selected Topics

@ Springer



Editors

Gildas Avoine Julio Hernandez-Castro
Institut National des Sciences Appliquées University of Kent
Rennes, France Canterbury, UK

ISBN 978-3-030-10590-7 ISBN 978-3-030-10591-4  (eBook)
https://doi.org/10.1007/978-3-030-10591-4

This book is an open access publication.

© The Editor(s) (if applicable) and The Author(s) 2021

Open Access This book is licensed under the terms of the Creative Commons Attribution 4.0 Inter-
national License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing, adaptation,
distribution and reproduction in any medium or format, as long as you give appropriate credit to the
original author(s) and the source, provide a link to the Creative Commons licence and indicate if changes
were made.

The images or other third party material in this book are included in the book’s Creative Commons
licence, unless indicated otherwise in a credit line to the material. If material is not included in the book’s
Creative Commons licence and your intended use is not permitted by statutory regulation or exceeds the
permitted use, you will need to obtain permission directly from the copyright holder.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors, and the editors are safe to assume that the advice and information in this book
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or
the editors give a warranty, expressed or implied, with respect to the material contained herein or for any
errors or omissions that may have been made. The publisher remains neutral with regard to jurisdictional
claims in published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG.
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland


https://doi.org/10.1007/978-3-030-10591-4
http://creativecommons.org/licenses/by/4.0/

Preface

From the Cryptacus Project to the Cryptacus Book

Dear reader, we thank you for your interest in this book, which we expect will help
you gain an understanding of the state of the art in 2020 regarding the challenges
and solutions in the security of ubiquitous computing systems.

The definition of the field itself is not without controversy, but in this book
we will use the term ‘ubiquitous computing’ or ‘IoT’ to refer to generally small,
embedded devices with serious constraints in terms of memory and processing
power, typically with no batteries but with good connection capabilities and,
frequently, a number of sensors. This definition is, of course, flexible. Electronic
passports, contactless transportation cards, personal assistants such as Amazon Echo
but also new connected cars and fridges can fall within this definition.

This book is targeted to advanced undergraduate students and master’s and early
Ph.D. students who want quick, direct, authoritative, insightful exposure to the
topics covered, all generally falling under the umbrella of IoT security. Engineers
and other practitioners can also benefit from the book by getting a quick introduction
to a variety of practical security topics, their past and present solutions, and some
new and promising ideas that may play important roles in its future.

This book would not have been possible without the support of the CRYPTACUS
(Cryptanalysis in Ubiquitous Computing Systems) COST Action IC 1403, which
started in 2014 and ended in December 2018. We are particularly thankful to the EU
COST association, which was extremely positive for the community in Europe and
associated countries such as Switzerland, Turkey, and Israel, and we are particularly
grateful to the colleagues who were interested in our action.

As Chair (GA) and Vice-Chair (JH-C) we worked hard on the project, but we
enjoyed the possibilities offered for collaboration and furthering exchanges between
researchers in IoT security and cryptography in Europe. In particular, we are proud
that the CRYPTACUS Action achieved a number of successes that can be reflected
in the following figures:

e 32 short-term scientific missions
* 5 scientific meetings
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